[image: ] Connectivity Requirements

	Institution Name
	
	Department
	

	[bookmark: _Hlk501021703]NETWORKING - LOCAL CONNECTIVITY  
*REQUIRED – please select one from each row

	NETWORK TYPE 
	☐ Wireless
	☐ Wired
	 ☐ Both

	WIRELESS NETWORK
	Encryption
	Authentication
	If Enterprise EAP, what method
	If Certificates, what Type
	SSID
	Network Key (Hexadecimal, ASCII, N/A)

	
	
	
	
	
	
	

	BAND SELECTION
	☐ 2.4 GHz Only
	☐ 5 GHz Only
	☐ 2.4/5 GHz

	[bookmark: _Hlk139443015]IP ASSIGNMENT
	☐ DHCP 
	☐ DHCP Reservation
	☐ Static IP

	WIRELESS IP INFO
	IP Address*
	Netmask*
	Gateway*
	Port#*
	AE Title*
	Notes

	System 1 
	
	
	
	
	
	

	System 2 
	
	
	
	
	
	

	System 3 
	
	
	
	
	
	

	[bookmark: _Hlk139525034]DNS Server 1: 
	
	[bookmark: OLE_LINK26]DNS Server 2:
	

	WIRED IP INFO
	IP Address*
	Netmask*
	Gateway*
	Port#*
	AE Title*
	Notes

	System 1
	
	
	
	
	
	

	System 2 
	
	
	
	
	
	

	System 3 
	
	
	
	
	
	

	DNS Server 1: 
	
	DNS Server 2:
	

	PACS/WORKLIST

	[bookmark: _Hlk73110987]PACS/WORKLIST INFO
	IP Address *
	Port#*
	AE Title*
	Notes

	PACS 1
	
	
	
	

	PACS 2
	
	
	
	

	Viewpoint
	
	
	
	

	HIS/RIS
	
	
	
	

	OTHER  
	
	
	
	

	OTHER  
	
	
	
	

	LDAP (If no LDAP, then RFID will NOT apply)

	[bookmark: _Hlk139524471]Are you using LDAP?
	☐ Yes
	☐ No

	Who is your AD administrator (for contact during configuration)?
	

	Which groups will you be using for Sys Admin and Users?
	

	RFID

	[bookmark: _Hlk139524758]Will you be using RFID?
	☐ Yes
	☐ No

	Which groups will you be using for Sys Admin and Users?
	

	Which Impravata API is supported (certificate not typically needed.)
	

	BARCODE READER

	What will reader be used with?
	☐ Worklist
	☐ Standalone

	If worklist: Is ID type from Barcode compatible with Worklist server?
	

	If standalone: Is the PHI encoded using field separator or fixed width character?
	

	Qview/Qpath

	Do you have Qpath and does it support Qview?
	☐ Yes
	☐ No

	If Yes, then URI and User Name
	
	

	If No, it will NOT function
	

	[bookmark: OLE_LINK1][bookmark: _Hlk139442864]INSITE - REMOTE CONNECTIVITY

	Connectivity to the GE Back Office/Online Center allows for system health monitoring and remote diagnostics, apps support, and troubleshooting. To enable InSite remote service, the following is REQUIRED, please select one:


	☐ 1. TLS Internet Access TCP Port 443* - DNS Resolution (Preferred – Please provide DNS in Network Info) 

	☐ 2. TLS Internet Access TCP Port 443* - Customer Provided Proxy (Preferred) 


	           Proxy IP              Port            
         Username         Password 


	*If firewall rules or exemptions are required for successful connectivity, add the following URLs to allow outbound TLS communication: 

	https://insite.gehealthcare.com
as1-insite.gehealthcare.com
as2-insite.gehealthcare.com

	https://gehealthcare-ns.flexnetoperations.com
https://download.flexnetoperations.com

	☐ 3. Site-to-Site IPsec VPN Tunnel - GEHC VPN Proxy  (Requires Static IP or DHCP Reserved IP)

	☐ 4. Opt-Out of Remote Connectivity             Reason  
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